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Seven months after 
parliamentary elections in 

Iraq and Lebanon, Iran-backed 
factions have imposed political 
paralysis in order to shoehorn 

their nominees into leading 
positions.
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BARIA ALAMUDDIN

A federal trial in the US is 
studying evidence that the 
Islamic Republic of Iran 

was responsible for hundreds of 
bombings that killed and maimed 
more than 1,000 US troops sta-
tioned in Iraq between 2003 and 
2011. 

The $10 billion lawsuit could 
mean the plaintiffs becoming 
eligible for financial compensa-
tion from a fund for victims of 
state-sponsored terrorism. 

Over a billion dollars has al-
ready been seized from banks 
that laundered money for Iran 
as compensation for Tehran’s 
global role in terrorism. Iran’s 
backing for thousands of attacks 
by Iraqi Shiite militants is well 
documented, along with evi-
dence of supplying arms to Sunni 
extremists. The challenge now 
is to convince a jury beyond all 
reasonable doubt that Iran was 
directly responsible.

As Tehran adopted the strategy 
of bogging America down in an 
unwinnable conflict in Iraq, US 
forces came under attack from 
increasingly lethal munitions. 
Explosively formed penetrators 
(EFPs) were complicated to man-
ufacture and required special 
training to use, but they easily 
penetrated tank armor. EFPs de-
ployed by both Sunni and Shiite 
militants originated in Iran and 
most had even been forged in the 
same machine. Iran’s Qassem 
Soleimani established entirely 
new Iraqi militia forces, such as 
Asa’ib Ahl Al-Haq and the Hez-
bollah Brigades.

Asa’ib Ahl Al-Haq gained noto-
riety for a 2007 raid against the 
coalition headquarters in Karba-
la, during which four US soldiers 
were kidnapped and then mur-
dered. This raid avenged a coa-
lition operation against a Quds 
Force convoy in northern Iraq, 

during which Soleimani only 
escaped because Kurdish poli-
ticians hid him in a safe house.

In the aftermath of these inci-
dents, leading figures affiliated 
with Asa’ib Ahl Al-Haq — in-
cluding Hezbollah operative Ali 
Daqduq and Qais Al-Khazali, 
who today is a prominent pol-
itician and paramilitary leader 
— were rounded up. In recently 
published testimonies, Al-Khaz-
ali detailed to his captors how 
Soleimani oversaw the smug-
gling of weapons and funds to 
militants. “The ultimate goal of 
Iran is to destroy the Americans,” 
Al-Khazali told his captors, add-
ing: “Iran is using both the US 
and the Iraqis to keep each oth-
er busy through fighting while 
Iran pursues their own agenda.” 
America was unwise not to heed 
these warnings.

These same forces are today 
threatening renewed attacks 
against Western assets, while 
battling to secure a controlling 
interest in the new Iraqi gov-
ernment, including retaining 

control of the Interior Ministry. 
From 2005, veteran militant and 
then-Interior Minister Bayan 
Jabr oversaw the mass recruit-
ment of tens of thousands of 
former paramilitaries as secu-
rity personnel. Under militant 
control, the ministry established 
a network of secret prisons, in 
which thousands of arbitrarily 
detained Iraqis were brutally 
tortured to the point of death. 
The wholesale incorporation 
of militants into the police and 
armed forces has continued ever 
since. 

Between 2005 and 2008, rogue 
Interior Ministry death squads 
murdered thousands of Sun-
ni citizens. Attacks focused on 
mixed areas of Baghdad, which 
quickly became almost 100 
percent Shiite, also eradicating 
much of the Christian popula-
tion. Militants in police uniforms 
abducted civilians and murdered 
them with electric drills. Others 
were burnt alive, decapitated, 
stoned and tortured to death in 
orgies of brutality that anticipat-

ed and exceeded Daesh. Bagh-
dad’s morgues overflowed with 
corpses. 

According to the official UN 
tally, 34,452 civilians were killed 
in 2006 alone, while a total of 
4.7 million people became dis-
placed. Sunnis in Adhamiyah 
dug up their football pitch and 
filled it with the bodies of the 
dead. Renewed bouts of sectarian 
bloodletting by these paramil-

itaries followed the post-2014 
recapture of cities like Fallujah, 
Ramadi and Tikrit from Daesh, 
during which thousands of civil-
ians were executed or abducted 
and thousands of homes were 
destroyed.

If Prime Minister Adel Ab-
dul-Mahdi hands the Interior 
Ministry to Falih Al-Fayyadh, he 
allows Iran-backed militias to 
continue expanding their stran-
glehold over the state. Since 
2014, Al-Fayyadh has headed 
the commission overseeing the 
Al-Hashd Al-Shaabi paramili-
tary umbrella force. I got into 
an argument with Al-Fayyadh at 
the 2017 IISS Manama Dialogue, 
where he denied well-document-
ed massacres and war crimes 
by Al-Hashd. He called these 
militants “national heroes” and 
claimed they couldn’t be sectar-
ian because of token Sunnis and 
minority personnel within their 
ranks.

Seven months after parliamen-
tary elections in Iraq and Leba-
non, Iran-backed factions have 

imposed political paralysis in or-
der to shoehorn their nominees 
into leading positions. In both 
states, the deeply flawed system 
of sectarian distribution of posts 
was designed to ensure that all 
sects were properly represented. 
However, Iran’s allies have sub-
verted this process by cramming 
Sunni and Kurdish allies into the 
roles of parliamentary speaker 
and president in Iraq. Hezbollah 
is trying to pull off the same trick 
in Lebanon.

These processes are a paro-
dy of democracy. Tehran’s Iraqi 
allies won a tiny proportion of 
parliamentary seats, yet are dic-
tating key government posts. The 
West and Arab world’s failure to 
support their Baghdad allies is 
producing a government dedicat-
ed to imposing Iran’s will, while 
sidelining other components of 
Iraq’s society. 

Ongoing US trials into Tehran’s 
role in terrorism should be a salu-
tary reminder of the consequenc-
es of allowing Iran to consoli-
date itself regionally, including 
in Syria, where Tehran’s proxies 
are expanding in the east, while 
escalating tensions with Israel in 
the southwest. One day soon we 
will wake up to new reminders 
of why we were so dangerously 
wrong to allow Iranian proxies to 
insinuate themselves at all levels 
of the region’s political, military 
and social systems. With mili-
tants skilled in the arts of sectar-
ian cleansing, mass murder and 
crimes against humanity within 
striking distance of chokepoints 
for global maritime trade, like 
Bab Al-Mandab, Hormuz and the 
eastern Mediterranean, this is 
not just a localized threat. 

Once Iran believes its regional 
posture to be impregnable, we 
will face a much more danger-
ous reckoning in the near future; 
making the confrontation with 
Daesh look like a walk in the 
park.

(Baria Alamuddin is an award-win-
ning journalist and broadcaster in the 

Middle East and the UK. She is editor of 
the Media Services Syndicate and has 

interviewed numerous heads of state.)

Iran’s terrorist proxies  
a regional time bomb

The West and Arab world’s failure to support their Baghdad allies is  
producing a government dedicated to imposing Iran’s will

Mrs May, please leave 

Theresa May clearly believes 
that her appalling compro-
mises to the EU reflect the 

Brexit vote – 52 per cent for Leave, 
48 per cent for Remain – and will 
keep everyone happy.

It hasn’t worked. The only folks 
who are happy with her deal are 
the EU officials, who now have the 
British where they wanted.

Many have left her Cabinet and 

the country is in shatters. The 
country is much more divided 
now than it was a few years or 
decades ago. 

The Prime Minister and her 
unaccountable officials have pre-
sented us with a constitutional 
crisis. Mrs May is not the person 
to fix it. She must go – now.

Dr A Donald

1934
Bill Wilson, co-founder of 
Alcoholics Anonymous, takes his 
last drink and enters treatment 
for the last time. 

1941
World War II: Poland declares 
war on the Empire of Japan.

1941
World War II: The Imperial 
Japanese Navy suffers its first 
loss of surface vessels during the 
Battle of Wake Island.

1946
The United Nations Internation-
al Children’s Emergency Fund 
(UNICEF) is established.
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“Democrats can’t 
find a Smocking 

Gun tying the Trump 
campaign to Russia after 
James Comey’s testimony. 
No Smocking Gun...No 
Collusion.” @FoxNews
That’s because there was 
NO COLLUSION. So now 
the Dems go to a sim-
ple private transaction, 
wrongly call it a cam-
paign contribution,...

@realDonaldTrump

Dr. Urjit Patel is a thor-
ough professional with 
impeccable integrity. He 
has been in the Reserve 
Bank of India for about 
6 years as Deputy Gov-
ernor and Governor. He 
leaves behind a great 
legacy. We will miss him 
immensely.

@narendramodi

I have deleted the photo 
of my lunch in Goa as it 
was in poor taste. I do wish 
however to again highlight 
the absolute hypocrisy of 
the BJP in the matter of 
beef, and to reiterate my 
own belief that humans 
must have the right to eat, 
dress, and fall in love as 
they choose.

@Ram_Guha

Love, kindness, com-
passion and toler-

ance are qualities com-
mon to all the great re-
ligions, and whether or 
not we follow any par-
ticular religious tradi-
tion, the benefits of love 
and kindness are obvious 
to anyone.

@DalaiLama

 Disclaimer: (Views expressed 
by columnists are personal and 
need not necessarily reflect our 

editorial stances)

BRIAN PINNOCK

What lies ahead for 
companies, govern-
ments and individu-

als regarding cybersecurity in 
2019? Will we see the EU govern-
ment forcing US data centers to 
hand over data? Will the Euro-
pean Union issue its first major 
fines for organisations in con-
travention of its General Data 
Protection Regulation? Will our 
growing dependence on social 
media expose us to unwanted 
risks as our accounts become 
compromised?

The World Economic Forum 
recently placed cybersecurity as 
the fifth biggest global risk for 
doing business, with 19 coun-
tries ranking it as their number 
one concern, including 14 in 
Europe and North America, as 
well as Japan, India, Indone-
sia, Singapore and the UAE. As 
the political climate around the 
world continues to create vola-
tility, growing numbers of con-
nected global citizens will turn 
to the Internet to have their 
message heard. The growth in 
connected devices– from con-
sumer wearables to industri-
al IoT to medical devices – is 
compounding the security chal-
lenge as each device represents 
a potential cybersecurity risk. 

Here, we take a global look at 
some of the key developments 
we expect to see on the cyber-
security front in 2019.

More effective, not 
different, cyberattack types

Throughout 2019, the most 
insidious development won’t 
be new attack types but rath-
er improved execution of ex-
isting attack types, especially 
those delivered via email. Bet-

ter social engineering, more 
advanced phishing attacks, in-
creases in credential stuffing 
attacks, and more complicated 
malware with multiple stages 
and different form factors for 
transmission, will make threats 
incredibly tricky to detect.

Phishing techniques like the 
use of homoglyphs, elongat-
ed URLs, the use of legitimate 
certifications (green lock), and 
credential-harvesting sites will 
increase. Flawless phishes will 
continue to prey on the gap in 
human firewalls, pivoting inter-
nally around organisations and 
intensifying efforts to better 
educate all staff. Cybersecurity 
awareness training, which ac-
cording to a global Mimecast 
and Vanson Bourne study is 
only continuously conducted 
by 11% of global organisations, 
will receive renewed attention 
as organisations bolster the ca-
pabilities of their first line of 
defence: their employees.

Cybercriminals will  also 
shift focus to weaker countries 
and industry verticals that lag 
in their adoption of more ad-
vanced cyber defences. More 
industrialised countries are in-
vesting heavily in cybersecurity, 
making them less attractive to 
cybercriminals. Companies in 
particularly the Middle East 
and Africa often assume their 
security is sufficient without 
realising that the threat land-
scape is drastically shifting. 
This makes them easy targets 
for cybercriminals who tend to 
follow the path of least resist-
ance. Attackers will also contin-
ue to shift their attention away 
from larger organisations to 
small and medium businesses.

Monetisation of data 
breaches

There have been several 
highly successful high-profile 
data breaches over the past 
few years. From Equifax to 
Facebook, eBay to JPMorgan, 

hackers have made off with 
sensitive data for hundreds of 
millions of user accounts. Just 
recently, Marriott announced 
that its Starwood database 
was hacked for approximately 
500 million guests – one of 
the largest breaches in history. 
With global cybercrime organ-
isations’ growing in maturity 
and sophistication, many are 
now acquiring capabilities that 
were once the sole reserve of 
nation states. We’re likely to 
see these cybercriminals use 
stolen credentials from the 
past few years’ data breaches 
to compromise the security of 
even the most secure organi-
sations. Even companies with 
good cyber protection have lit-
tle protection against the reuse 
of passwords that have been 
collected in other breaches. 

The evolution of cyberat-
tacks has also created entire 
ecosystems of fraud. Stolen 
personal health information, 
for example, could be used to 
gain insight to patients’ ail-
ments and likely treatments. 
Hackers could use this infor-
mation to obtain prescriptions 
for strictly controlled medi-
cation that is then traded or 
sold illegally. It’s no longer just 
about a straightforward cy-
berattack: cybercrime is fast 
becoming a trickle-down eco-

nomic system with multiple 
layers of fraud and criminality 
built into its very fabric.

Intelligence becomes 
‘intelligent’

Organisations will realise 
the importance of threat in-
telligence and will talk about 
the need for an intelligence 
function. What they really 
mean is that they want some 
insight from their vendors 
around the huge amounts of 
threat data they’re acquir-
ing. There may be a handful 
organisations who will stop 
recasting threat data as intel-

ligence and instead focus on 
generating actionable insights 
from this data, the prerequisite 
for ‘threat intelligence’. Unfor-
tunately, the vast majority still 
won’t take any action from the 
data presented, which means 
they won’t actually have any 
intelligence –only an interest-
ing storyline.

Artificial intelligence and 
machine learning will play a 
more prominent role as the 
velocity and variety of attacks 
makes conventional approach-
es – such as blacklists – out-
dated and ill-equipped to deal 
with modern cyber threats. 
The average phishing site, for 
example, is only online for a 
few hours. With such a crowd-
ed domain space, attackers 
have to be clever about the 
domains they register and ex-
ploit. Luckily, these domains 
generally have certain charac-
teristics, which machine learn-
ing algorithms can exploit and 
detect, while other properties 
of attack vectors can also be 
recognised by appropriately 
trained AI. 

AI will also be used to detect 
break-ins, spam, phishing and 
more. Although it will most-
ly work well, look out for the 
occasional mistake: these will 
be utterly incomprehensible 
to humans, and very hard for 

vendors to explain to their cus-
tomers.

From financial gain to  
life-and-death

As our world becomes increas-
ingly digitised and connected 
devices continue to permeate 
every aspect of our daily lives, 
the risks posed by cybercrimi-
nals are escalating. A large-scale 
attack on critical infrastructure 
such as energy services, water 
supplies or even hospitals could 
cause massive damage and even 
loss of life. Autonomous vehi-
cles, although not prevalent on 
our shores yet, are attractive tar-
gets for the more ruthless type 
of cybercriminal. And with the 
growth in digital medical devic-
es, hackers could directly target 
an individual and interfere with 
their pacemakers or heartrate 
monitors.

Privacy will also become a key 
concern: consumer connected 
devices such as cameras, micro-
phones and wearables will be-
come a major security issue as 
hackers discover ways to see live 
audio and video of unsuspecting 
people’s lives. The fallout of such 
an incident being exposed could 
drastically erode trust in tech-
nology and make people treat 
technology with greater caution 
as they realise the devices they 
have enjoyed without concern, 
carry immense risk to their per-
sonal privacy and security.

Even though the threat land-
scape keeps changing what 
seems to be the common thread 
is that email continues to be 
the most common - and least 
protected - attack vector. We 
can’t predict exactly what 2019 
threats will look like, but we can 
predict that while email remains 
vulnerable it will continue to 
be the preferred entry point for 
criminals to deliver threats to 
your organisation.

(Brian Pinnock is a cybersecurity 
specialist at Mimecast.)
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Cybercriminals will also 
shift focus to weaker 

countries and industry 
verticals that lag in their 

adoption of more advanced 
cyber defences. 

Flawless phishes, monetisation and 
intelligence: What’s ahead  
for cybersecurity in 2019? 


